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IToJi0:xeHHE 00 OTBETCTBEHHOM 32 o0ecneuyeHrne HH(POPMANMOHHOMI
0ezomacHoctu B OY

1. OBIIME MMOJIOKEHUS

1.1. Tlonoxenue 00 OTBETCTBEHHOM 3a oOecrieueHre HHPOPMAIIMOHHOW 0€301TaCHOCTH
B OV (manmee - OTBETCTBEHHOE JIMIIO) OMNpPEACNACT IOJHOMOYHS, IpaBa, OO0S3aHHOCTH U
OTBETCTBEHHOCTb COTpyAHHKAa OV, Ha KOTOPOTO BO3JI0KEHA OTBETCTBEHHOCTH 3a!

- obecrnieuenne nHpopMannoHHou 6e3omacHoctu OV

- oOHapyxeHHe, MPEAYNPEIKICHUE U TUKBHIAIUIO TTOCIEACTBHI KOMITBIOTEPHBIX aTaK U
pearupoBaHe Ha KOMIIBIOTEPHBIX UHIIUICHTEHI.

1.2.  OrtBercTBeHHOE JIMIO Ha3Havyaercs pykoBoguteneM OY w3 ducna  ero
3aMECTHUTEIIECH.

1.3. OtBeTcTBEHHOE JUIIO MOAYMHSACTCS HEOCPEICTBEHHO pykoBoauTento OY.

14. Vkazanus u mnopydeHus OTBETCTBEHHOTO JHIIA B YacTh OOeCleYeHUs
UHPOPMALIMOHHOM OE30IIaCHOCTU  SIBJIIFOTCS  00SI3aTEIbHBIMH  JIUISI  MCIOJHEHHUS BCEMHU
corpyaHukamu OVY.

2. KBAIM®OUKALIMOHHBIE TPEBOBAHUSA

2.1.  OTBeTcTBEHHOE JHIIO JOKHO Ha3HAYaThCs U3 YHMCia 3aMeCTUTENIel pyKOBOAUTENS
OV, umeromux BbICIIee 0Opa3oBaHME (HE HW)KE YPOBHS CHEIMaIMTeTa, MarucTparypsl) IO
HafpaBlIeHUI0 obecreyeHus: WHGOpMaLMOHHOM Oe3omacHocTH. Jlomyckaercss Ha3HauyeHue
OTBeTCTBEHHBIM JIMIIOM 3aMecTuTens pykooautens OY, umeromiero Beiciiee oOpa3oBaHue, €
00s3aTeNbHBIM MOCIEIYIOMIMM MPOX0XKIEHUEM Ha3HAYEHHBIM JINLIOM OOy4YeHUs IO Iporpamme
npodeccuoHanbHOM NMepenoAroToBKY Mo HanpasieHuto «MHpopmanrioHHas 6€301MacHOCTbY.

2.2. OTBeTCTBEHHOE JIMIO JOJDKHO 00Ja/laTh CIENYIOIIMMHU 3HAHUAMH, YMEHHSMHU,
npodeccCuoHaTbHBIMU KOMITETEHITUSIMU:

OcHoBHBIE (B TOM YHCIIe TPOU3BOJACTBEHHBIC, OM3HEC H yIpaBlieHYecKue) mpoiecchl OY
u cnenuduka odecnieueHus 6ezomnacuoctu OY.

Bnusinue nHpoOpMaMOHHBIX TEXHOJIOTHH Ha AesTtenbHocTh OV, B TOM uuncie:

- poJb U MecTO MH(OPMAIMOHHBIX TEXHOJOTHH (B TOM 4YHCIIe CTENEHb MHTErpaluu
MH(OPMaLIMOHHBIX TEXHOJIOTHH) B mpoueccax GpyHkunonuponanus OV,

- 3aBHCHMOCTbH OCHOBHBIX Mpo1ieccoB (pyHKImoHupoBanus OVY.

WNHpopMalMoHHO TeIeKOMMYHUKAITMOHHBIE TEXHOJIOTUH, B TOM YHCIIE:

- COBpPEMEHHBIE UH(POPMALMOHHO-TEJIEKOMMYHHUKAI[HOHHBIE TEXHOJIOTHH,
ucnoiaszyemsie B OV;



- CImocoObl MTOCTPOEHUS WH(pOPMaITMOHHBIX CHUCTEM, WH(POPMaITMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CETEeH, aBTOMATU3MPOBAHHBIX CHUCTEM YIpaBlieHUs (OPMUPOBAHUS
UH(POPMALIMOHHBIX PECYPCOB (Jlajiee - CUCTEMBI U CETH), B TOM YHCJIE OTPAHUYCHHOTO JTOCTYIIA;

- THUIOBBIE AaPXUTEKTYphl CHUCTEM U CceTed, TpeOOBaHUS K UX OCHAIIEHHOCTH
POrPaMMHBIMH (ITPOTPAMMHO-TEXHUYECKIMH ) CPEICTBAMU;

- TPUHIMITB TOCTPOCHUS U (PYHKIIMOHUPOBAHUS COBPEMEHHBIX ONIEPAIMOHHBIX CHCTEM,
CHCTEM YyIpaBlieHHs 0a3aMH JaHHBIX, CUCTEM U CETE, OCHOBHBIX MPOTOKOJIOB CHCTEM H CETEH.

Ob6ecrnieuenre nHGOPMAITMOHHOW 0€30ITACHOCTH, B TOM YHUCIIC:

- 1IenM, 3a7ayd, OCHOBBI OpPraHU3aIlNH, KJIIOUEBBIC 3JIEMEHTHI, OCHOBHBIE CHOCOOBI H
cpencTBa obecriedueHus HPOPMAIMOHHON 6€3011acHOCTH;

- 1enu obecnieuyeHHss MHPOPMAITMOHHONW O€30MaCHOCTH MPUMEHUTENHHO K OCHOBHBIM
nporieccaMm GyHkimonupoBanus OV, peanu3anus 1 KOHTPOJIb UX TOCTH)KCHUS;

- TPUHIMIBI HW  HANpPaBJICHUS  CTPATETHYECKOTO  pa3BUTHS  HWH(GOPMAIIMOHHOMN
6e3omacHocty B OV

- TpaBWiIa pa3pabOTKH, YTBEPXKICHHUS W OTMEHBI OPraHU3allMOHHO-PACTIOPSIUTEIbHBIX
JOKYMEHTOB MO BompocaM obecriedyeHus: uHbopManmoHHoil Oe3omacHoct B OV, cocraB u
COJIepKaHUE TAKHX JIOKyMEHTOB;

- TMOPAIOK OpraHu3aIuy padoT 1o odecrnedeHuo nHpopMauoHHou 6e3omacHocT B OV

- OCHOBHBIC HETaTHBHBIC TIOCJICJCTBUS, HACTYIUICHUE KOTOPBIX BO3MOKHO B PE3YJIbTaTe
peanu3alu  yrpo3 0e30macHOCTH HH(GOpMAIMK, CIOCOOBI W METOAbl O00eCledeHUs |
noajepKaHusi HeoOXOUMOro YpoBHA (cocTosiHusl) mHbopManmoHHoi Oe3omacHoctu OY s
UCKJTFOUCHHS (HEBO3MOXKHOCTH pEaIM3allii) HETAaTUBHBIX IOCICICTBUI, a TakKe MOPSI0K
NPOBEICHUS MPAKTHUECKUX MPOBEPOK U KOHTPOJIS PE3yIbTATUBHOCTH MIPUMEHSIEMBIX CITIOCOOOB H
METOJIOB oOecrieueHus: nHpopMarmoHHok 6e3onacHoct OV

- OCHOBHBIE yrpo3bl 0€30MacHOCTH WH(GOPMAIMH, MPEANOCHIIKA WX BOSHUKHOBEHHS H
BO3MOXKHBIE ITYTH UX PEATH3aINH, a TAKXKe MOPSAIOK OIIEHKU TAKUX yrpo3;

- BO3MOXXHOCTH ¥ Ha3HAYCHHUS THIIOBBIX IPOrPaMMHBIX, MPOTPaMMHO-AITAPATHBIX
(TEXHUUYECKHX) CPEeNCTB oOecredeHust HH(HOPMAIMOHHOM 0€3011aCHOCTH;

- CrmocoOBl M CpEeACTBa IPOBEICHHUS KOMITBIOTEPHBIX aTakK, aKTyaJlbHbIe TAKTUKHA H
TEXHUKH HAPYIIATEIECH;

- TOpPAJOK OpraHM3allMM B3aUMOJECHCTBUS CTPYKTYpHBIX nonpasaeneHuii OY mnpu
pEIIeHNH BOIPOCOB 00ecTiedeHrs MHPOPMAIMOHHOW O€301TaCHOCTH;

- ympaBJieHHEe MPOEKTaMH M0 HHPOPMAIIMOHHOM 0€301MacHOCTH;

- QHTUKPU3UCHOE VIpaBlIeHHE U TMPHUHITHE YNPABICHUYECKUX pEUICHUH IMpu
pearupoBaHUU HA KPU3UCHI U KOMIBIOTEPHBIE HHIIUICHTHI;

- IUIAHUPOBAHME JEATEIBHOCTU MO OOecledeHHt0 MH(OPMAIMOHHON O€30MacHOCTH B
oy;

- (dopMmynupoBaHHE U3MEPUMBIX W TMPAKTUYECKUX PE3YIbTATOB JEATEIHLHOCTH I10
obecneueHnto nHGopmarmonHoi 6e3omacuoct OY;

- opraHu3anus pa3pabOTKu TMOJUTUKHA (TPaBWI, TMPOIENYp), pPerIaMeHTHUPYIOIEH
BOIPOCHI HH(OpMaIMOHHOH Oe3omacHocTy B OV

- BHEJpPEHUE MOIUTUKY;

- OpraHu3aius KOHTPOJIS U aHallu3a MPUMEHEHUS MOIUTUKY;

- OpraHu3aIysl MEpONPHUSITHH MO pa3pabdOTKE €AMHBIX MHCTPYMEHTOB M MEXaHHU3MOB
KOHTPOJIS IEATETLHOCTH 10 00ecTieueHnio NHGOpMAIMOHHON Oe30macHOoCTH B OV

- TIOJ/IEpP’KKa M COBEPIICHCTBOBAHUE JIEATEILHOCTH IO 00eCTIeueHHI0 HH()OPMAITHOHHOMH
oesonacHoctd B OV



- OpraHu3anusi MEpONpUSITUNA IO OINpeAeseHHI0 Yrpo3 0e30macHOCTH HHGpOpMauu
CHCTEM U CeTei, a Takke Mo (POpPMHUPOBAHUIO TPeOOBAHUH K OOecreYeHUI0 HH(OPMAIIMOHHON
oe3onacHoctH B OV

- OpraHu3ainusi BHEJPEHHUs CIIOCOOOB M CPEACTB I oOecnedeHuss WH()OPMAIMOHHON
oe3onacHoctH B OV

- OpraHu3anysl MEpONpPUATHH MO aHAIU3Yy W KOHTPOIIO COCTOSHHUS WH(POPMALMOHHOM
oe3omacuoctr OY u MoxepHu3anuu (Tpancopmanuu) mporeccoB GyHkuonuposanus OY B
nensix obecneveHus nHpopMannoHHo 6e3omacuoctu BOY;

- o0ecriedyeHrne HHPOPMALTMOHHON OE30MIACHOCTH B XOJI€ IKCIUTyaTallii CUCTEM U CEeTeH,
a TaKk)Ke MPH BBIBOJIC MX U3 IKCILUTyaTalluu;

- OpraHu3anysi MEpONpUATHH MO OOHAPYKEHHIO, MPEAYNPEKICHUIO M JIMKBHIAINH
MOCNEACTBUIM KOMIIBIOTEPHBIX aTak Ha HMH(opmannoHHbIe pecypchl OY u pearupoBaHHI0 Ha
KOMITBIOTEPHBIC UHITUICHTHI,

- OpraHu3anusi MEpONpUATUN MO OTCICKUBAHUIO U KOHTPOJIO JOCTHIKEHHS Iienei
nH(pOpMalMOHHON Oe30macHOCTH ((haKTUYeCKu NOCTUTHYTHIHN 3 dexT u pezynbrat) B OY.

2.3. C yueroMm obnactu u Buaa nesatenbHocTH OY o OTBETCTBEHHOTO Jinlia TpeOyeTcs
3HaHHWE HOPMATUBHBIX MPaBOBBIX akTOB Poccuiickoit deneparuu, METOJUYECKIX TOKYMEHTOB,
MEXIYHApOJHBIX U HAITMOHAJIBHBIX CTAHJAPTOB B 00J1ACTHU:

— 3alUThl TOCYJaPCTBEHHOMN TalHBbI:

— 3amuThl MHG(OpPMALMKM OTPAaHMYEHHOTO JOCTyNa, HE cojepalled CBEICHHIH,
COCTABIISIIONINX TOCYAAPCTBEHHYIO TaifHY, B TOM YHCJIE IIEPCOHAIBHBIX JTAHHBIX;

— obecrieyeHust 0€30MaCHOCTH KPUTHUYECKOW HH(POPMAIIMOHHON UHGPACTPYKTYPHI
Poccuiickoii denepaiuu;

— oOHapyXeHUs, IPEAYNPEKICHHUS U JIMKBUJAINN MTOCIECICTBIUI KOMITBIOTEPHBIX aTaK U
pearupoBaHHs HAa KOMITBIOTEPHBIC UHIIM/ICHTHI,

— co3gaHuss U oOecnedyeHHs O€30MacCHOTO (PYHKIIMOHUPOBAHUS TOCYJapCTBEHHBIX
MH(POPMAIMOHHBIX CHCTEM U MH(POPMAIMOHHBIX CHCTEM B 3alIUIIEHHOM HCIIOTHEHHH;

— co3/aHus, o0ecreyeHus] TEXHUUECKUX YCJIOBHM YCTaHOBKM M SKCIUTyaTallUd CPEJICTB
3alUThl HH(OPMALINK;

— HHBIX HOPMAaTHBHBIX IPABOBBIX aKTOB W CTAaHIAApTOB B 00JacTH MHPOPMAIIMOHHON
0€30IMacHOCTH.

3. TPYJOBBIE (1OJI>KHOCTHBIE) OBA3AHHOCTHU

3.1.  OTBeTCTBEHHOE IUII0 MPUHUMAET ydacTue B QopMupoBaHuu NOTUTHKH OV,
OTBeuaeT 3a corjacoBaHue ctpareruu pazButus OY B 4YacTH BOMPOCOB oObOecreueHus
UH(POPMALIMOHHOM 0€30MacHOCTH.

3.2.  OTBETCTBEHHOE JHUIIO:

— Opranuzyer pa3pabOTKy MOJUTHKH, HAMPABIEHHOW B TOM 4HCJe Ha obecreueHue u
noJepKaHue cTabunpHoOU nesitenbHocTH OV U ero (ee) nmpoieccoB GyHKIIMOHUPOBAHUS B CITydae
MPOBEJICHUS KOMITBIOTEPHBIX aTakK, OTBEYAET 3a COIVIACOBAaHHUE U YTBEpKIeHUE MONUTUKU B OV,
peau3aiui MEepPONpPUATHH, TPETyCMOTPEHHBIX MOJIUTUKON, OTCIEKUBAET U KOHTPOJIUPYET
pe3yNbTaThl peau3aluy MOIUTHKH.

— Opranusyer paboty mo obecnedennio uHpopmamonHo O6e3omacHoctd OV, B ToM
YuUCIIe M0 0OHAPYKEHUIO, MPEIYIPEKICHUIO U JTUKBHIAIMH ITOCIEACTBIUI KOMIIBIOTEPHBIX aTakK U
pc€arupoBaHWI0O Ha KOMIIBIOTCPHBIC WHIIUJICHTEI, (bOpMyJ'IHpOBaHI/IIO NEpCUYHsA HETraTUBHBIX
HOCHeJICTBHfl, IIPOBCACHUTIO Mepoan/IHTI/Iﬁ M0 UX HEAOMYIICHUIO, OTCIC)KUBAHHUIO U KOHTPOJIO



s exTuBHOCTH (PE3yTBTATUBHOCTH) TaKUX MEPONPUITHI, a TakKe 10 HEO0OXOAMMOMY
UH(POPMALIMOHHOMY OOMEHY.

— OpraHuszyer peanu3aliio M KOHTposb mpoBefeHuss B OV oOpraHu3aldoHHBIX U
TEXHUUYECKUX MEp, PEIICHHUS O HEOOXOJUMOCTH OCYIIECTBICHUS KOTOPHIX MPUHUMAIOTCS
®denepanbHOl Ccityx00i O6e3onacHocTH Poccuiickoit deneparuun u denepabHONM CIyKO0M 1O
TEXHUYECKOMY M HKCIOPTHOMY KOHTPOJIO C YYETOM MEHSIONIMXCSA Yrpo3 B MH(GOpMalHOHHON
cdepe, a TaKKe caMOCTOATEIHbHO OTBETCTBEHHBIM JIMIIOM B pe3yJIbTaTe CBOEH eATeIbHOCTH.

— OpraamzyeTr OecrpensaTCTBEHHBIN JOCTYN (B TOM YHCJE yJaJIeHHBINH) JODKHOCTHBIM
munaMm denepanpHoii Ciryx0b1 Oe3omacHocTH Poccuiickoit Deaepanuu U €e TeppUTOPUATBLHBIX
OpraHoB K HH(OPMALIMOHHBIM pecypcam, npuHayiexkamum OY mubo ucnonaszyemsiM OV, noctyn
K KOTOPBIM obecrnieunBaercs MOCPEACTBOM UCIIOJIb30BaHUs UH(GOPMaIMOHHO-
TEJIEeKOMMYHUKAMOHHONW ceTu «MHTepHeT», B LEIsIX OCYUIECTBICHHWS MOHHTOPHHIa UX
3alUIICEHHOCTH, a TaKXe COTPYIHUKAaM CTPYKTYPHOTO MOJpa3fiefieHusi, OCYIIECTBISIOLIETO
byHKIMM 10 o0ecrieyeHn o HH(HOPMAaLMOHHON O€30MTaCHOCTH.

— Opranm3yeT B3aWMOJICHCTBHE C JOJKHOCTHBIMH JMUamMu @DenepanbHOM CITyKObI
6e3onacHocT Poccuiickoit denepannu u ee TEpPUTOPUATIBHBIX OPraHOB, B TOM YUCJIE KOHTPOJIb
WCIIONTHEHUS yKa3aHUi, naHHbeIXx DenepalbHoil ciryx00ii 6e3onacHocTu Poccuiickoii denepanuu
U €€ TEeppUTOPHAIBHBIMH OpraHaMH [0 pe3ylbTaTaM MOHHUTOPHHIa 3alIMIIEHHOCTH
MH(OPMAILIMOHHBIX PecypcoB, npuHaanexkamux OV mudo ucnonb3zyeMbeix OV, 10CTYI K KOTOPBIM
o0ecrneunBaeTcs MOCPEACTBOM HCIOIb30BaHUS UH()OPMALIMOHHO-TEIEKOMMYHUKAIIMOHHON CETH
«HTEpHETY.

— OpraauszyeT KOHTPOJIb 3 BIMOJIHEHHEM TPeOOBaHUN HOPMATHUBHBIX MTPABOBBIX aKTOB,
HOPMAaTHBHO-TEXHUYECKOH JIOKyMEHTAallUW, 32 COOJIIOJJCHHEM YCTAaHOBJICHHOTO TOPSIKa
BBINOJIHEHHS pabOT MPH PEIICHUH BOIIPOCOB, KACAIOIINXCS 3aIIMTHI HH()OPMAIIHH.

— Opranusyer pa3BuTHE UHPOPMAIIMOHHON Oe30macHOCTH, (OPMUPOBAHUE U Pa3BUTHE
HaBBbIKOB coTpyAHHKOB OY B chepe nHpopMaoHHOM 6€3011aCHOCTH.

— Opranmzyer pa3paboTKy M  pead3alui0  MEpOnpUsATHl 1o  obecneueHuro
uHpopManoHHOM Oe3onmacHocTH B OY B COOTBETCTBMM C TPEeOOBAHUSAMHU IO 0OECHEUEHHUIO
nH(pOpMaIMOHHON 0€30MacHOCTH, YCTAHOBICHHBIMU (efiepalbHBIMU 3aKOHAMH U MPUHSATHIMU B
COOTBETCTBUU C HUMU WHBIMU HOPMaTUBHBIMH MPaBOBBIMU akTaMu Poccuiickoit deneparuu.

— OpraHuszyer KOHTpOJIb MOJb30BaTeseld MHPOpMAUMOHHBIX pecypcoB OY B wyactu
COOJTIIOJIEHHSI MU peXHMMa KOH(UICHIMAIBHOCTH MH(OpMAIUK, IpaBuil paboThl CO ChEMHBIMU
MaIIMHHBIMU HOCUTENSIMU MH(OPMAIINH, BBITOJTHEHUS OPTAaHU3AIIMOHHBIX U TEXHUYECKHX Mep 110
3amuTe HHPOpMAaIUH.

— Opranuzyer IUTAaHUPOBAHME MEPONPUATUM TIO O0OeCTeueHn0 HMHQPOPMAIMOHHON
6e3omacHoctu B YO.

— OpranusyeT  HOJArOTOBKY  IPaBOBBIX  aKTOB, UHBIX  OpraHU3aIMOHHO-
PacopsSIIUTENLHBIX IOKYMEHTOB T10 BOIIPOcaM o0ecrieueHuss HHPOPMAIMOHHON 0€30MacHOCTH B
OV, ocymecTBiaseT corjacoBaHue HHBIX JOKyMeHToB OVY B dactu obecrieyeHUs
MH(pOPMaLlMOHHON O€30M1aCHOCTH.

— OpraHusyer NpOBEJECHUE HAYYHO-UCCIIEIOBATEIbCKMX W ONBITHO-KOHCTPYKTOPCKHX
paboT no Bompocam obecrieueHus: HHGpopmarmonHoi 6e3onacHocT B OY.

— OpranuzyeT MpOBEACHHE KOHTPOJISI 32 COCTOSTHUEM oOecreueHruss WHPOPMaInoOHHON
6e3omacHocti B OV, BKIJItOYasi OL[EHKY 3allIMIIEHHOCTH CHUCTEM U CETell, OmepaTopoM KOTOPBIX
apisiercst OY.

3.3.  OTBeTcTBEHHOE JIUIO:

— OcylecTBasieT  PEeryisipHbIf  KOHTPOJIb  TEKYLIEro  YpPOBHS  (COCTOSIHMSI)
nHpopmanmonHoi Oe3zomacHocTd B OY, a TakkKe OTBEUYAET 3a PEeaU3alHI0 MEPOINPHUSTHH,



HalpaBJEHHBIX Ha TMOJJICp)KaHWEe M pa3BUTHE YPOBHSA (COCTOSIHUS) WH(POPMAIIMOHHON
6e3omacHocT B OY, B TOM YHCIIE C yUETOM IMOSIBICHUS HOBBIX yIpo3 0€301MacHOCTH HH(OpMAIUU
U COBPEMEHHBIX CIIOCOOOB M METOAOB IPOBEICHHUS KOMITBIOTEPHBIX aTaK.

— Ocyl1ecTBIseT PEryasipHOE U CBOEBpeMeHHOe MHpopMupoBaHue pykoBojacTBa OV o
KOMIIBIOTEPHBIX MHIIMJIEHTAaX, TEKYILIEM YPOBHE (COCTOSHUM) HH(OPMALMOHHON O€30IMacHOCTH B
OV u pe3ynbraTax NpakTUYECKUX YUYEHUH MO IPOTUBOAECHCTBUIO KOMITBIOTEPHBIM aTaKaM.

— OcymiecTBiasieT KOHTPOJb 32 BEICHMEM  OPraHU3allMOHHO-PACTIOPSIUTEILHON
JOKYMEHTAIMH, CTATUCTUYECKOI0 y4eTa U OTUETHOCTH 0 KypHUPYEMBbIM pa3zesiaM paboThI.

— OcymiecTBisieT corilacoBaHue TPeOOBAHUHM K CUCTEMaM H CETSIM, OIIEPaTOPOM KOTOPBIX
spisiercss OY, B yactu obecriedeHusi HHPOPMAITMOHHON 0€301aCHOCTH.

— Ocyl1ecTBisieT pyKOBOJCTBO CTPYKTYpHBIM mojapazaeneHuemM OV, obecrneunBaromum
nHpopmarmonHyo 6e3omacHocts OY.

3.4.  OTBeTCTBEHHOE JIUIIO:

— Opraam3yeT ¥ KOHTPOJMPYET IPOBEICHHE MEPONPUATHI 10 aHadu3y W OILEHKE
cocTosiHUSI HHPOopMaIIMOHHOM 0e3onacHOCTH OY U KOHTPOIHPYET UX PE3YNIbTATHL.

— Opraam3yeT © KOHTPOJHpPYeT (YHKIMOHHPOBAHUE CHUCTEMBI  OOECIeUeHUs
uH(popMallnoOHHOM Oe3omacHocTu B OY

— KoopaunupyeT nesarenbHOCTh UHBIX CTPYKTYPHBIX mojapazzaeneHuii OY mno Bompocam
obecrieueHnss THPOPMAIIMOHHON O€30MaCHOCTH.

3.5.  OTBeTCTBEHHOE JIMIIO COTJIACOBBIBACT TOJHMTUKY, TEXHHUECKUE 3aaHUS U MHYIO
OCHOBOIIOJIATaoIIyI0 TIOKYMEHTALUIO B cpepe NHPOPMAILIMOHHBIX TEXHOJIOTUN, IU(PPOBU3ALIUU U
g poBoit Tpanchopmanuu OVY.

3.6.  OTBeTCTBEHHOE JIUIO C UCIIOIH30BAHNEM HOPMATHUBHBIX IPABOBBIX JOKYMEHTOB H
MeToandeckux matepuanioB denepanbHoi ciayk0bl Oe3omacHoctu Poccuiickoit denepanuu
OpraHu3yet OOHapyXeHHE, MPETYNPEKICHNAE U JIUKBUIAINIO TOCIEICTBIIA KOMITBIOTEPHBIX aTakK,
pearupoBaHHe Ha KOMITBIOTEPHBIE MHIMJCHTHI ¢ HH()OpMAIMOHHBIMU pecypcamMu OV, a Takxe
B3auMoJieiicTBie ¢ HammoHaTbHBIM  KOOPAWHAIIMOHHBIM IIEHTPOM TI0 KOMIIBIOTEPHBIM
WHIUJIEHTaM OJHHUM (MJIM HECKOJIBKUMH) U3 CJICTYIOIIUX CTIOCOOOB:

— CunamMu  CTPYKTYpPHOTO  IOJIpa3/ielieHUsi, OTBETCTBEHHOro 3a  o0ecredyeHue
MH(OPMaLlMOHHON 0€30M1aCHOCTH, C 3aKJIIOYEHHUEM COIJIalleHUs (M3/1aHus COBMECTHOTO aKTa) O
B3auMojieicTBun ¢ DegepanbHON  cinyxk0Ooil  Oe3omacHoctu  Poccuiickoit  ®deneparuu
(HarmmoHanbHBIM KOOPIUHAIIMOHHBIM IIEHTPOM MO0 KOMITBIOTEPHBIM HHIIUICHTAM ), BKITFOYAFOIIETO
B TOM YHCIIe TIpaBa U 00S3aHHOCTH CTOPOH, TMOPSIOK MPOBEIEHHSI COBMECTHBIX MEPOIPHUSITHIA,
periaaMeHT MHPOPMAIMOHHOTO 0OMEHA, MIOPSIOK M CPOKH MPENICTABICHHS OTIETHOCTH, MOPSIOK
1 (GOpPMBbI KOHTPOJIS.

— CunamMu  CTPYKTYpPHOTO  MOJIpa3/ieleHusi, OTBETCTBEHHOro 3a  o0ecredyeHue
UH(POPMAIIMOHHON 0€301aCHOCTH, C €0 aKKpeIUuTalneil Kak eHTpa TOCYAapCTBEHHON CHCTEMBI
OOHapy>KeHUsI, TPEIyNPESKIACHUS W JWKBHIAIMH IOCIEICTBUI KOMITBIOTEPHBIX aTak Ha
uH(popMalmoHHble pecypchl Poccuiickoit denepanuu.

— CutaMu OpraHU3aInid, SIBISTFOIIUXCS aKKPEIUTOBAHHBIMU IIEHTPAMU FOCYAapCTBEHHOM
CHCTEMBI OOHAPYKEHUS, IPEAYNPEKICHUS U JIUKBUIAIUH [TOCIEICTBUI KOMIIBIOTEPHBIX aTak Ha
uHpopManroHHbIe pecypcsl Poccuiickoii @enepanuu.

3.7.  OtBeTcTBEHHOE JHII0 00ECTIeYrBaET MJIAHUPOBAHUE U PEATU3ALINI0 MEPOIIPUATUI
[0 TIEPEeBOJy CHUCTEM U CeTe Ha OTEUECTBEHHbIE CPEACTBA 3aIIUThl MH(OPMAIMH, a TaKxkKe
KOHTPOJIb 32 COOJTIOIEHUEM 3alpeTa Ha UCIIOJIb30BaHUE CPEJICTB 3allUThl HH(POPMAIUH, CTpaHaMU
MIPOMCXOXKICHUST KOTOPBIX SIBIISTIOTCS HHOCTPAHHBIE TOCY/IapCTBa B COOTBETCTBHU C ITyHKTOM 6
Vkas3a [Ipesunenta Poccuiickoit @eneparuu ot 1 mast 2022 r. Ne 250 «O momoTHUTENTEHBIX Mepax
o obecrneyeHuto nHPpopManmoHHoi 6e3omacHoctr Poccuiickoit deneparum»



3.8. OTBeTCTBEHHOE JIMII0O  CONMPOBOXKIAET  MEPOINPHUATHS 1O  pa3paboTke
(MOzIepHM3ALIMN ) CUCTEM H CeTel B YacTu MH(OPMAIIMOHHON 0€301MacHOCTH, a TaKXKe TpeOOBaHUI
HOPMAaTUBHBIX IIPABOBBIX AKTOB, HOPMATHBHO-TEXHUYECKHMX U METOJAMYECKUX JIOKYMEHTOB I10
3anUTe HHPOPMALIUU U BBITIOJIHEHUS 3TUX TPEOOBAaHUIA.

3.9.  OtBercTBEHHOE JHIIO MPOBOIUT PadOTy MO YHU(PHUKAIMU CIIOCOOOB U CPENICTB IO
obecrieyeHnt0 HH(POPMAIIMOHHOH 0€30IMacCHOCTH, UHBIX TEXHUYECKHX perieHuii B OY.

3.10. OtBercTBEHHOE JHIO MPUHUMAET MEpHI MO0 COBEPLICHCTBOBAHUIO 0OECHCUEHUS
uHpOopManoOHHOM Ge3omacHocT B OY.

3.11. OTBETCTBEHHOE JHIIO MOBBIIIACT HA TOCTOSIHHOW OCHOBE MPO(ECCHOHAIBHYIO
KOMIIETCHIINIO, 3HAHVS U HABBIKK B 001acTh obecrieueHust UHOOPMAIIMOHHON O€30ITacHOCTH.

3.12. OTBETCTBEHHOE JUIO BBLIMOIHAET MHBIE OOS3aHHOCTH, UCXOOSI M3 BO3I0KECHHOMN
OTBETCTBEHHOCTH U TOCTaBJICHHBIX pykoBojacTBoM OV 3amau B paMkax oOecrnedeHus
nHpopmanmonHoi 6e3omacHoctu OY.

3.13. OTBeTCTBEHHOE JIUIIO:

— Cobmomaer u obecrieunBaeT BHIMOJHEHHE 3aKOHOAaTebeTBa Poceniickoit deneparum.

— B cnywasx, YCTaHOBJIEHHBIX 3aKoHomarenbCcTBOM Poccuiickoir  denepauuu,
coryacoBbIBacT NOMUTHKY ¢ DenepanbHoil ciyx00ii 6e3omacnoctu Poccuiickoit deaepanuu u
®DenepalibHOH CITy>K00ii [0 TEXHUYECKOMY U SKCIIOPTHOMY KOHTPOJIIO.

— IIpencraBnser mo 3ampocam DexepanbHON coykO0bl OezomacHocT Poccuiickoit
Oenepanyn 1 OenepanbHOM CITYKObI [0 TEXHHUECKOMY U SKCIIOPTHOMY KOHTPOJIIO TOCTOBEPHbBIE
CBEICHMSI O pe3ylbTaTax pealu3alud NOMUTHKU ((aKTUYeCKu IOCTUTHYTOM dhdexte u
pe3ynbTaTe) U TEKYIeM ypOBHE (COCTOSHUMN) HHPOPMAIIMOHHOM Oe3onmacHocTu B OY.

— IloanepxuBaer ypoBeHb KBIM(UKAIMK M IOCTOSIHHO pa3BUBAET CBOM HABBIKU B
obmacti nH(GOPMAIMOHHOK 0e301acHOCTH, HEOOXOAMMBIE [UIs obecriedyeHus] HH)OPMAITMOHHOK
6e3onacHoctu B OY.

— OpraHu3oBbIBaeT NMpu HEOOXOAMMOCTH NPOBEIECHUE M Y4acTBYET B Ipeneiax CBOEH
KOMIIETEHIIMM B OTPACJIEBBIX, MEKOTPACIEBbIX, MEXKPETHOHAIBHBIX M MEXIYyHapOIHBIX
BBICTaBKaX, CEMUHapax, KOHPEPEHLIUAX, OTPACIEBBIX IKCIIEPTHBIX COOOLIECTB, MEKIYHAPOIHBIX
OpraHOB H OpraHU3aLHMN.

— VYuyacTByeT B mpejenax KOMIETEHIMH B OCYIIECTBIEHHMH 3aKyIOK TOBapoB, padorT,
yeayr Uit odecnieueHus Hyk1 B chepe HHPOPMALMOHHOM 6€301MacHOCTH.

4. TIPABA OTBETCTBEHHOTI O JIMLIA

4.1.  OTBETCTBEHHOE JIMII0 UMEET MPaBO:

— JlaBaTh yKa3aHMd W ToOpydeHus coTpynHukam OY B dyactu obecriedeHus
UH(POPMALIMOHHO 0€30MaCHOCTH.

— 3anpammBaTh OT coTpyaHukoB OV uHOpManuio U MaTepuasbl, HEOOXOAUMBIE IS
peanu3alyy BO3JI0KeHHBIX Ha OTBETCTBEHHOE JIUIIO MPaB M 00s3aHHOCTEH.

— VYwyacTBOBaTh B 3aceqaHUSAX (COBEIIAHUAX) KOJUIETHMAJbHBIX OopraHoB OV, MpUHATHH
pemieHMit mo Bompocam AesaTenbHocTH OY, a Takke 10 BHECEHHIO NPEMJIOKEHHM 10
COBEPIIEHCTBOBAHMIO JiesITeNbHOCTH OY.

— VYuacTBOBaTh B pa3pabOTKe TIIOJUTHKH, BBHIHOCUTH IOJUTHKY Ha O0OCYXICHHUE,
YTBEPXkKACHHUE KOJUIeTHaJIbHOMY oprany OV.

— IlpencraBiaTh pe3ynbTaThl peaTu3aliy MOJIUTHKN KOJUIeTHaabHOMY oprany OVY.

— Ilpunumars pemieHust o BompocaM oOecredeHHsi HHPOPMAIIMOHHOM 0e30MacHOCTH
oy.



— BsaumopeiictBoBath ¢ @DenepanbHON  ciyxOoi  OGe3zomacHocTH  Poccuiickoit
Oenepannn. denepanbHO CITyk00H MO TEXHUYECKOMY W AKCIIOPTHOMY KOHTPOJIO U WHBIMHU
dbenepalbHBIMA ~ OpraHaMHM  WCIIOJHUTEIBHOW  BJIACTM IO  BONpPOCaM  OOECIECYCHUS
uH(pOpManMOHHOW OE€30macHOCTH, B TOM YHCJIE II0 BOIPOCAM COBEPIICHCTBOBAHUS
3aKoHojarenbcTBa Poccuiickoit ®enepanuu B oOmactu  oOecnieyeHUs HHGOPMAIIMOHHON
0€30I1aCHOCTH.

— BaocuTh mpennokeHus 0 MPUBICYCHUN OPTraHU3aIUi, UMEIOIINX COOTBETCTBYIOIINE
JUIEH3UM Ha JICATEIbHOCTh B 00JIACTM  3aluThl  WH(OpPMAIMM, B COOTBETCTBUHU C
3aKOHOJIaTeILCTBOM Poccuiickoit ®Denepanui K TPOBEICHHUIO pabOT MO 0OOecredeHHUIo
nH(pOpMaIMOHHOM 0€30MMacHOCTH.

— HWHunmupoBaTh TPOBEPKH YpOBHS (cocTosHUS) obecriedeHuss WHOOPMAMOHHON
6e3omnacHoct B OV, 104epHUX opraHu3anusx (IIpy HaJIU4YUU TaKOBBIX ).

— OpranuzoBsiBaTh Ha 00bekTax OY MeponpusaTHs 1o HHPOPMAIIMOHHON 0€301MacHOCTH,
pa3pabaTeIBaTh U MPEACTABIATh pyKoBoauteato OV mpeuiokeHus Mo BHECEHUIO U3MEHEHUN B
porecchl (YHKIIMOHUPOBAHMSI, IPUHUMATh JPYTrUe MEphI, HAIllpaBJICHHBIC HAa HEJOMYICHUE
peaM3aIivi HeTAaTUBHBIX MTOCIICIICTBHUH.

— Ilomywars AOCTynm B YCTAaHOBJIEHHOM TMOPSIKE B CBA3M C KCIIOJHEHHEM CBOMX
00s13aHHOCTEN B TOCYJJapCTBEHHBIE OPraHbl, OpraHbl MECTHOT'O CAaMOYITPaBIICHHUS, OOIIECTBEHHbBIE
00BeAMHEHUS U APYTUe OpraHu3aIliH.

— OOecrnieunBaTh HaJICKAIUE OPraHU3AMOHHO-TEXHUYCCKUE YCIIOBHS, HEOOXOIUMBIC
VI UCIOJIHEHUS 00s13aHHOCcTelr OTBETCTBEHHOIO JIMIIA.

5. OTBETCTBEHHOCTb OTBETCTBEHHOI'O JIMLIA

5.1.  OTBeTcTBEHHOE JHII0O B COOTBETCTBHH C 3aKOHOAATENLCTBOM Poccuiickoit
denepaui HeCeT OTBETCTBEHHOCTD:

— 3a HeWCNoJIHEeHNE WM HeHa UIeXKallee NCTIOJTHEHNE CBOMX 00s3aHHOCTEH.

— 3a peilicTBus (6e31eiicTBHE), BeAyIINE K HAPYIIEHHUIO NPaB U 3aKOHHBIX HHTepecoB OY.

— 3a pasriamieHde TOCYAapCTBEHHOW TaWHBI M WMHBIX CBEJIEHUH, CTaBIIUX €My
U3BECTHBIMH B CBSA3H C MCIIOJIHEHHEM CBOUX OOS3aHHOCTEH.

— 3a gocTmwxkeHue nenen odbecrneueHruss UHPOPMAIMOHHON 0€30MaCHOCTH.

— 3a noajepaHue H HEeNpepbIBHOE pa3BUTHE MH(pOpMaMOHHON 6e3onacHoctu OV s
UCKITIOYEHHS (HEBO3MOXKHOCTH peaIU3alliK ) HETaTUBHBIX MOCIEACTBHA.

— 3a OpraHu3aluI0 MEpONpHUATHHA MO pa3paboTke (MOAEpPHM3ALNU) CUCTEM M CeTel B
yacTH UH(popMaIoHHo# 6e3onacHoctu OY.

— 3a HapyiieHus TpeboBaHUM 10 0OecTieYeHUI0 NH(POPMAITMOHHOM 0€30MMaCHOCTH.

— 3a HapyuleHuss B OOECIEYEHHUHU 3alllUThl CUCTEM M ceTel, MOBJIEKIINE HeraTUBHbIE
MOCTIE/ICTBHSL.



